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Abstract

Advancement in drone technology, particularly for smaller drones, are creating new
research fields and potential applications, particularly with regard to smaller drones. On
the other hand, these enhancements bring forth additional hurdles in terms of
adaptability, homogeneity, and safety. The purpose of this study is to investigate the
science and technology behind drones, as well as their applications, the many ways in
which citizens implement them, and the risks, precautions, and privacy problems that are
associated with their utilization. This article discusses the existing literature, as well as
the available solutions for drone cybersecurity, the security challenges related with
drones and data sources, and the existing literature. Although small drones have the
potential to assist both the commercial and military sectors, there is still room for
improvement in terms of their architecture and security. Internet of Things (I0T)
technology has the potential to advance drone technology, but it also raises new worries
about privacy and safety. The Internet of Things is seeing exponential growth. To
achieve the level of development necessary to fulfill the criteria of the domain, extremely
small drones need to be equipped with security, privacy, and data transformation
strategies. To conduct digital forensics, we make use of the Autopsy, FTK Imager, and
DJI Assistance tools. This allows us to retrieve all flight data that was captured by a
drone, including data that has been destroyed. The results of our research can be
utilized to develop data recovery procedures for drone forensics that are suitable for any
model of drone.

Keywords: - Drone cybersecurity, Autopsy, Digital Forensics, GPS Coordinates,

Latitude, Longitude, Flight Path
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1. INTRODUCTION

Unmanned aerial vehicles (UAVs), commonly referred to as drones, are aircraft capable
of autonomous flight or remote control during flight. They are available in a wide range of
sizes and shapes. They come in a variety of sizes, ranging from small recreational
drones to massive drones used by the military. Drones serve a variety of purposes,
including aerial photography and videography, goods transfer, search and rescue
missions, and military operations, among others. Recently, there has been significant
progress in the underlying technology of drones, leading to increased affordability and
accessibility for a broader user base. The rising popularity of drones has led to the
creation of new opportunities and applications. Nevertheless, it has also raised fresh
apprehensions regarding safety, security, and privacy. The fields of military and defense
operations mostly utilize drone technology in today's technologically advanced world.
Drones are little aerial machines that function at an altitude of roughly 200 feet above the
earth's surface. The technology that supports drones is rapidly evolving with the goal of
providing defense.

You can measure the altitude range in feet, meters, or kilometers, depending on the
equipment and its intended function. Furthermore, the flight time of these intelligent
gadgets may vary based on the specific device. The use of drones in offensive
operations is a significant concern for numerous nations and entities, given their
potential to transport armaments or explosives as well as conduct reconnaissance and
surveillance activities. The use of unmanned aerial vehicles (UAVS) in military
operations, as well as their ability to be deployed in acts of terrorism, has prompted a
surge in efforts to create counter-UAV technologies and establish legislation to thwart
nefarious UAV exploitation. The following are the statistics for the drone industry and its
utilization.

1) According to forecasts, the worldwide drone market is projected to increase from
$11.2 billion in 2020 to $43.1 billion by 2025, with a compound annual growth rate
(CAGR) of 30.5%.

2) The projected period anticipates a Compound Annual Growth Rate (CAGR) of 20.8%
for the commercial drone industry.

3) The military drone market is projected to experience a Compound Annual Growth
Rate (CAGR) of 5.4% throughout the forecast period.

4) The civil and commercial drone market is projected to experience a compound
annual growth rate (CAGR) of 20.2% throughout the forecast period.

5) The agricultural drone market is projected to experience a compound annual growth
rate (CAGR) of 23.4% throughout the forecast period.



Figure.1 Statistics for the drone industry [1]

Drones have the capability to perform two primary functions: flying and navigating. In
order to do these tasks, drones require a power source, such as a battery or fuel, as well
as essential components, including rotors, propellers, and a frame. Drone frames
frequently use lightweight composite materials to reduce weight and enhance
maneuverability.

A controller is essential for the drone's operation. This controller allows the operator to
remotely initiate, navigate, and safely bring the aircraft to the ground via remote controls.
The controller establishes a connection with the drone by utilizing radio waves,
specifically Wi-Fi.



2. DRONE CHARACTERISTICS AND FEATURES

Drone Parts Drone Features
Flight controller Cameras
Antenna Maximum flight time
Battery Media storage format
Accelerometer sensor Altitude hold
Ultrasonic sensor Hover accuracy
Altimeter sensor Live video feed
Collision avoidance sensors Sensory range of obstructions
GPS module Artificial intelligence (Al)
Speed limiters Augmented reality features
Receiver Maximum climb and descent rates

Table 1 Typical Drone Characteristics, Parts, and Features

Drone Swarm

. Ground
Data Links Control Station
Devices

Figure.2 Communication Network Types of Drones [2]




2.1 Drone Feature

A variety of high-performance cameras, including zoom, gimbal steady cam, and tilt,
equip the drone. Furthermore, the drone possesses artificial intelligence (Al) capabilities
that enable it to track and follow objects. The drone's flight duration dictates its airborne
endurance, media storage format, maximum ascending and descending rates, and
augmented reality capabilities that overlay virtual objects on its camera feed. Accuracy
of hovering. The live video stream provides a sensory range of impediments, while the
altitude hold feature maintains a consistent height. The drone possesses flight records
and the capability to maintain a consistent height [3].

2.2 Varieties of Drones Have

Multi-rotor drone’s the design of multiple rotor and propeller drones allows for vertical
takeoff and landing. For those unaware, a drone's propellers can be considered its
diminutive wings or blades. These propellers propel the drone through the air, mimicking
the flight pattern of a helicopter. The rotor is the mechanism that rotates the propellers.
Multi-rotor drones have multiple rotors, whereas helicopters typically have only one.
Small to medium-sized drones typically have four rotors, with six and eight being less
common. Many rotors can enhance the drone's aerial positioning. The drone's
maneuverability improves as the number of rotors it has grows. However, the controls of
an 8-rotor drone can be more challenging to comprehend compared to those of a 4-rotor
drone. Drones with multiple rotors typically face speed and flight duration constraints due
to their lower efficiency compared to other drone types like fixed-wing drones, which can
fly continuously for approximately 16 hours. Some multi-rotor drones are incapable of
doing large-scale surveys and package delivery because of their limited flight time of
about 20 minutes before requiring a battery recharge.

Fixed-wing Drones, equipped with a pair of elongated wings on each side of their main
body, require either a catapult or a runway for takeoff. This contrasts with drone models
that utilize rotors for flight, allowing them to take off vertically. Furthermore, because of
their increased dimensions and heightened challenge in landing, they are unable to
hover. Occasionally, military operations use fixed-wing drones for surveillance, but other
types of drone flight or aerial photography do not commonly use them. In order to
acquire trustworthy photographs and recordings, a drone must possess the capability to
hover and maintain flight at precise angles. People commonly use fixed-wing aircraft for
recreational purposes or long-distance missions. They do not need to recharge their
batteries until they connect new electrical equipment, and they can stay in the air for up
to 16 hours continuously. This particular type of drone requires extensive training and
expertise in drone piloting, particularly in the areas of takeoff and landing.



Figure 3. Types of drones [4]

These are unmanned aerial vehicles that use a single rotor for propulsion. Not all
helicopters are intended to be large, crewed aircraft. Moreover, manufacturers produce
them as smaller, unmanned drones. These drones are available in a broad variety of
sizes, ranging from very small toys for children to incredibly large drones equipped with
built-in cameras. The price is directly proportional to size. Physical stores sell single-
rotor drones for as little as $20, while online options range in price from a few hundred to
several thousand dollars. This professional drone is unique in that, depending on its
size, it has the capability to function using gas as a power source instead of electricity.
They have lower efficiency compared to fixed-wing drones but higher effectiveness
compared to multi-rotor ones. Operating a single-rotor drone can be equally tough as
operating a fixed-wing drone, as both require balancing. Hybrid VTOL with fixed-wing
configuration This newly developed professional drone combines the vertical takeoff and
landing characteristics of a single-rotor or multi-rotor drone with the prolonged flight
duration of a fixed-wing drone. Prime Air's drone serves as an excellent exemplification
of this concept. VTOL is an acronym that stands for vertical takeoff and landing.
However, a drawback of fixed-wing drones is their slower landing speed compared to
other drone types, which they compensate for with their significantly longer flight
duration. of flight. This combination combines the benefits of both. Despite its very short
existence, the concept is slowly acquiring recognition and fame [5].



1. Challenges with drones

1. Endurance Challenge

How: - Hydrogen fuel cell-powered drones have the capability to fly up to three times
the distance and for three times the duration compared to aircraft of similar size that
are driven by batteries. They operate silently, release just water as emissions, and
can be refueled quickly.

Solution: - Fuel cells powered by hydrogen.

2. Navigation Challenge

How: - In the absence of GPS signals, another approach must be employed to
ascertain one's location. This little device utilizes a variety of electronic components,
all integrated into computer chips, to provide precise information to the navigation
system. Equipped with an Inertial Measurement Unit (IMU), the system is capable of
accurately determining its precise location, direction, and velocity.

Solution: - Using of Inertial Measurement Unit.

3. Communications Challenge

How: - Maintain communication regardless of your location, whether it is on the
opposite side of a hill or thousands of miles apart. SATCOM is the abbreviation for
satellite communications. If you are considering using a drone, it is advisable to have
the most lightweight and compact SATCOM equipment that is currently available.
Users can view real-time video from the drone's cameras and retrieve any
supplementary recorded data.

Solution: - Using of SATCOM for small UAVs

4. Detection of Traffic and Obstacles Challenge

How: - A drone must prioritize self-preservation as it lacks the assistance of human
visual perception. The drone's primary sensor is its radar. The drone is navigated
around other aircraft and obstructions, while simultaneously mapping the area,
identifying safe landing zones, detecting its altitude, and even operating in adverse
weather. With a length of three kilometers, it could simultaneously monitor multiple
objects with great attention.

Solution: - Using IntuVue RDR-84K Radar



2. Drone-based cyber-attacks

A. Disruption of UAV operations (DDOS Attack)

A distributed denial of service (DDOS) attack on an unmanned aerial vehicle
(UAV), often known as a drone, is a type of cyberattack that aims to disrupt the
drone's operations by overwhelming its network with a high volume of requests.
The attack operates by inundating the drone's network with requests originating
from one or more sources, with the objective of overwhelming the system and
inducing the drone to crash or become unresponsive. These requests can be
directed to any element of the drone's network, ranging from the control system to
the communications systems. The primary objective of a DDOS attack is to
impede the functioning of the drone, leading to its crash or unresponsiveness,
hence hindering its ability to accomplish its goal.

B. GPS signal jamming / spoofing

GPS signal jamming/spoofing works by broadcasting a false GPS signal that
disrupts or supersedes the authentic GPS signal of the drone. This erroneous
signal disrupts the drone's navigation system, hindering its ability to obtain the
necessary GPS coordinates for precise location and flight path determination.
Consequently, the drone's navigation system will be rendered ineffective, causing
it to fail in reaching its intended destination. In addition, the counterfeit signal can
be employed to divert the drone, enabling it to be controlled from a distance and
directed towards a different location [6].
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Figure.4 How Attacker Attack On drones [7]



C. Compromised and misbehaving UAV

A compromised UAV refers to a drone that has been intentionally or unintentionally
hacked. This tool has the capability to engage in covert surveillance, launch
offensive operations against specific objectives, and carry out acts of espionage or
sabotage. The drone can be programmed to autonomously navigate to certain
locations and capture photographs or deliver payloads. Furthermore, it has the
capability to be programmed to navigate certain regions for the purpose of deploying
or managing supplementary unmanned aerial vehicles. Additionally, it can be
programmed to disrupt the control systems of other drones or communicate
deceptive data to the operator [8].

D. MIT (Man In The Middle Attack)

A Man-in-the-Middle (MITM) attack occurs when a hacker intercepts the data
transmitted between the drone and the controller, exploiting it to assume control
over the drone. In this type of assault, the assailant has the ability to intercept and
manipulate the communications between the drone and its controller, thereby
introducing harmful code or making unauthorized modifications. This enables the
assailant to assume command of the unmanned aerial vehicle, alter the information
it contains, or completely disable it. In addition, the assailant has unrestricted access
to all data stored on the drone and can potentially use it to carry out assaults on
other systems [9].

3. FUTURE SCOPE

The program to be built must possess a high level of reliability in order to effectively
operate with various types of drones. Additionally, it should have the capability to
process data in real-time and provide users with precise information. The program
should possess the capability to conduct safety verifications and promptly alert the user
in the event of any unanticipated data infiltrating the system. To ensure that is store and
access data in real-time, the application should have the capability to connect with
existing cloud services.

There are three main prospects obtainable in this research observation.
3.1 Anti Forensic Analysis

Drone forensics will soon have a significant impact on the development and
implementation of autonomous technologies such as artificial intelligence and robotics.
Drones can be utilized to examine and evaluate crime scenes, identify dubious
behaviors, and even recreate past events. As Al and robotics grow more prevalent,
drones will be capable of providing further understanding of the behavior of both
suspects and victims in various situations. In addition, drones may be utilized to examine
the digital footprints of suspects and their accomplices, making drone forensics
increasingly significant in the investigation of cybercrime.

Drone forensics can be valuable in investigating environmental disasters by utilizing
drones to evaluate the effects of an occurrence and provide immediate, up-to-date
information.



Drone forensics will be employed to examine occurrences related to national security
due of the drones' ability to collect detailed data on suspicious activities and threats.
Drone forensics can also be employed to detect and safeguard against potential
Distributed Denial of Service (DDoS) attacks that exploit drones as a medium.

3.2 DDOS Attack Implementation

The potential for drone-based DDOS attacks will increase as drones become more
advanced. As drone technology advances, drones will possess more data-carrying
capabilities and enhanced computing and storage capacities. This will facilitate the
utilization of larger, more sophisticated assault vectors. As drone technology advances,
it may enable the establishment of networks in previously inaccessible areas, such as
isolated or rural locations. Drones can also be employed to launch attacks on networks
that utilize advanced and complex protocols, such as mesh networks. Drones can also
be utilized to carry out large-scale distributed denial-of-service (DDoS) attacks on many
targets. Ultimately, drones can be utilized to execute simultaneous and harmonized
assaults on several objectives, as well as launch attacks from various positions.

This will empower malicious entities to carry out extensive assaults with reduced
likelihood of detection and heightened prospects of achievement.

3.3 Ransomware Attack

There is a possibility that in the future, there may be an increase in the frequency and
severity of ransomware attacks carried out using drones. For instance, drones can be
employed to gain physical entry into a building and promptly distribute malware to its
computer systems. The drones are potentially capable of autonomous flight, enabling
them to cover a vast area and potentially engage multiple targets simultaneously. Drones
could potentially be utilized to transport and distribute malicious software payloads to
vulnerable wireless networks. As attackers get more skilled in operating drones to avoid
detection and carry out assaults, the level of complexity in ransomware attacks involving
drones may also increase. Attackers could utilize drones to falsify IP addresses, enabling
them to carry out undetectable attacks. In addition, assailants have the ability to develop
more intricate ransomware payloads that are tailored to certain devices or networks.
Ultimately, as drones become more widely accessible, they are expected to be utilized in
a greater number of ransomware attacks. The decreasing cost of drones has made them
attractive tools for criminals seeking to carry out ransomware attacks. Enterprises must
be cognizant of the possible dangers presented by drone-based ransomware attacks and
implement measures to safeguard themselves.



4. DRONE FORENSICS

4.1 Drone Forensics

Drone forensics plays a crucial role in the investigations of drone-related crimes
conducted by law enforcement and security authorities. It is additionally utilized to
examine drone accidents, as well as to identify and discourage illegal drone usage.
Drone forensics requires the utilization of specific equipment and procedures. These

examples include specialized equipment, software, and knowledge of certain procedures
and methodologies. Drone forensics is the retrieval of data from the memory storage of a

drone, decoding it, and analyzing it in order to ascertain its source and intended use.
This process may need the utilization of specialized software, hardware, and

methodologies, such as computer forensics and reverse engineering. The data retrieved

from the drone can be utilized to determine the owner of the drone, track its trajectory,
and establish the date and time of its usage, among other details. Subsequently, this
data can be employed to reconstruct the events and establish a legal case against the
alleged perpetrator [10].

4.2 What information extracted from drone?

A skilled cyber forensic data analyst is capable of recovering deleted files and
investigating the interaction between the drone and the server it exchanges data with.
Through the application of drone forensics, we are able to uncover more evidence,
which may include the following artifacts:

e WIFI, IP, Bluetooth, 3G and 4G connection Information.

e Input from the pilot, settings made by the pilot, and the firmware version.

o Dates and timestamps for photographs, movies, and geolocations.

o GPS status when flying, the serial number of the drone and internal components
(MAC, SSID, and IMEI).

e Atmospheric conditions experienced during each stage of the journey, In addition,
the digital forensics investigation may uncover many technical details, such as the
altitude of the device at each location and the pace at which it was traveling.

o Places for takeoff, landing, returning, and returning base station (includes popular
and favored flying locations).

e Pictures shot; videos recorded by drone operator.

e History of flights, including precise locations and routes taken.

e Storage types and size information.

e Logs of protected zone activity, as well as flight plans and objectives.

e Device Information which use as a remote controller for drones like IOS or Android.

e Sensors information such as controllers, gyroscopes, accelerometers and barometer

avoidance and ultrasonic sensors.

10



4.3 Types of Drone Forensics

In digital forensics, we have basic two type of forensic data extractions methodology
which is following.

a. Logical Data Extractions: -

Logical Data Extractions All data is extracted directly from the source system at
once.

b. Physical Data Extractions: -
Physical Data Extraction Source systems often have certain restrictions or
limitations. For Ex, drawing data from outdated data storage systems via logical

extraction is impossible. The data can be extracted only by Physical
Extractions [11].
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Figure.5 Forensic Data Extraction from drones [5]
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The complete drone forensics process can be divided into five stages which is following
is

1) Physical Forensics: -

The actual components of the drone, such as the camera, flight controller, motors,
and other hardware, are the focus of this sort of drone forensics.

2) Digital Forensics: -
The data recorded on the drone’s memory card, such as flight logs, images, and

movies, is examined in this sort of drone forensics. This forensics technique can also
be used to recover deleted data.

3) Radio Frequency Forensics: -
This sort of drone forensics focuses on the drone’s radio frequency signals, such
as the GPS signal, Wi-Fi signal, and Bluetooth signal. This form of forensics can also
be utilized to study the flight path of the drone.

4) Network Forensics: -

This branch of drone forensics examines the routes of communication that the drone
employs to speak with its controller and other surrounding gadgets.

5) Environmental Forensics: -
This branch of drone forensics examines the drone’s surroundings, including the

topography, wind speed, and other elements that may affect the drone’s
performance.

12



5. FORENSIC CASE STUDY

The first step is to establish a connection between the drone, remote control, and
smartphone. Both the drone and the smartphone underwent factory reset processes.
Utilizing the DJI Mini 2 SE software, we performed a formatting operation on the drone's
internal storage. We restored the drone to its original factory settings and updated the
firmware using the same application, following the removal of all non-volatile files from
the internal storage. Prior to receiving the most recent operating system update, the iOS
device was restored to its original factory settings, and the Android phone underwent a
similar restoration to its factory settings before acquiring the latest firmware along with
the most recent security patch [12].

This project’'s major purpose is to save, acquire, examine, and analyze drone data.
Table 2 illustrates the focus of the research instruments in this work, which is on the
drone and its mobile platform. Android was picked as the mobile platform

alongside the iOS platform due to its market dominance.

TOOLS Descriptions

DJI MINI SE 2 Battery Capacity 2250 MAH, Storage 32GB Samsung External
Memory Card, Sensing Precise Hovering Range: 0.5-10 m,
Remote Controller DJI RC-N1 Remote Controller, 3-axis
mechanical gimbal (tilt, roll, and pan), Camera 1/2.3-inch
CMOS, Effective Pixels: 12 MP 2.7K: 3x FHD: 4x Digital
Zoom.

DJI Assistant This can be used to obtain data from a DJI drone, as well as to
parse retrieved flight records into CSV files.

| Phone 13 Pro IOS 16.5, Storage 256 Gb used as base Controller of DJI Mini
Max Se 2 drone.
Autopsy An end-to-end open-source digital forensics platform built by

Basis Technology, with most features available in other
commercial forensics tools. The tool was able to recognize the
file system structure, recorded media files, timeline, display
Exif data, system files, and thumbnails (displayed in a visually
organized way.

FTK Imager Access Data created a data preview and forensic imaging tool.

Air Data UAV This utility is used to analyze flight log files.

Table.2 Hardware and Software’s Used

Drone Forensic Image Creations Steps

In this study, | utilized FTK Forensic Imager to produce forensic image files from any
digital storage device such as a memory card, hard disk, SSD, or Pen drive.

13



5.1 FTK Imager

FTK Imager is a freely available software application created by Access Data. Its
purpose is to generate precise duplicates of original evidence without making any
changes to it. The original evidence image stays unaltered, enabling us to duplicate data
at a much-accelerated pace, facilitating swift storage and subsequent evaluation.

The FTK imager additionally has an integrity testing function that creates a hash report
that aids in comparing the hash of the evidence before and after making the image of the
original Evidence. One of the most important phases in digital forensic inquiry is forensic
imaging. It is the process of creating a backup or archival copy of the complete hard
disk. It is a storage file that contains all of the information required to start the operating
system. However, in order for this imaged disk to operate, it must be applied to the hard
drive. The disk image files cannot be used to recover a hard drive since they must be
opened and loaded on the drive using an imaging application. Many disk images can be
stored on a single hard drive. Disk images can also be saved on bigger capacity flash
devices [13].

5.2 Making a Forensic Image of A Drone Memory Card.
After installing FTK Imager by Access Data, you will have to insert the storage media
which you want to make the forensic image after that following steps are mentioned.

for creating a drone external memory card forensic image.

Steps: - 1 To make a Disk Image, use the Create Disk Image command. Select File,
Click on Create Disk Image.
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Figure.6 Steps for Creating Forensic Image.
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Steps: - 2 You can now select the source based on the drive you have. Depending on
the size of your evidence storage, it can be a physical or logical drive.
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Figure.7 Selection of Storage Media

Steps: - 3 Fill in the Destination path for the image that will be created. To prevent
evidence loss, it should be copied in a different hard drive and several copies of the
original evidence should be generated.
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Figure.8 Selection of Storage Media
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Steps: - 4 Choose the image format that you want to create. The image can be created
in the following formats.

v' Raw(dd):- It is a bit-by-bit replica of the original evidence, with no
additions or omissions. They are devoid of metadata.
v SMART: - Itis an image format used for Linux that is no longer widely used.

v' EO1 :- It stands for EnCase Evidence File, which is a typical image format that is
related to.
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Figure.9 Selection of Forensics’ Image File Type
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Steps: - 5 Finally, add the forensic images file’s location, name the image file, and then
click Finish. After you've entered the destination directory, you can begin with the
Imaging and also select the Verify option to build a hash.
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Figure.10 Final Process of Forensics’ Image File

Steps :- 6 Following the creation of the image, a Hash result is obtained that confirms
the MD5 Hash, SHA1 Hash, and the presence of any faulty sectors.
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Figure.11 Completions Process of Forensics’ Image File
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After we have completed the drone external memory card forensic picture procedure, we
must open that image in Autopsy Forensic software, which are open source software
that can be simply downloaded from the internet.

5.3 Autopsy Overview

Autopsy is a platform for digital forensics that provides a graphical user interface for
various digital forensic tools, such as the Sleuth Kit. For examining what transpired on a
computer, law enforcement, the military, and corporate examiners utilize this technology.
It is even possible to recover photographs that have been deleted from a flash drive or
memory card. Autopsy’s user interface has been designed to be intuitive right out of the
box. A wizard will guide you through the installation process, which is rather basic. There
is just one path that leads to all the findings, and that is the main branch [12].

Autopsy was designed to be an all-inclusive platform with modules that come pre-
installed on the system and others that can be purchased separately from third-party
developers. Autopsy modules contain the below-mentioned features.

Hash Filtering: - Mark known malicious files and disregard known good files.
Timeline Analysis: - Interface for advanced graphical event viewing for drones.

Keyword Search: - Indexed keyword search to locate documents that include pertinent
terms.

Web Artifacts: - Extract the browser’s history, bookmarks, downloaded data information
and cookies.

Data Carving: - Retrieve deleted files from free space.

Autopsy hashes all files, unpacks standard archives (ZIP,JAR, etc.), extracts any EXIF
values, and indexes keywords in major file systems (NTFS, FAT, ExXFAT,
HFS,Ext2/Ext3/Ext4, YAFFS2). Some file types, such as conventional email formats and
contact files, are processed, and catalogued as well. Users can browse these indexed
files fora recent activity or generate an HTML or PDF report that summarizes relevant
recent actions. If time is of the essence, users can enable triage features, which utilize
rules to evaluate the most important files first. The autopsy can store a portion of these
files in a VHD image [14].

After creating a forensic image of the drone memory card, we must open that image file in

the autopsy forensic program. The steps and screenshot below show the whole forensic
data recovery procedure that we employ to obtain information from the drone.
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Steps: - 1 Start the Autopsy tool and select the Make a New Case after that Add the

case number and examiner’s name, then select your forensic virtual machine or hard

disk image file.
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Figure.12 Adding Drone Forensic Image File in Autopsy

Steps: - 2 Select a Data Source (Forensic Image) File for Forensic Analysis.
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Figure.13 Selecting Drone Forensic Image File
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Steps: - 3 Click on configure ingest option and select DJI Drone Analyzer.

Steps

Configure Ingest

1. SelectHost

2. Select Data Source Type
3. Select Data Source

4. Configure Ingest

5. Add Data Source

Run ingest modules on:

All Files, Directories, and Unallocated Space

Email Parser

Encryption Detection

Interesting Files Identifier

Central Repository

PhotoRec Carver

Virtual Machine Extractor

Data Source Integrity

Android Analyzer (aLEAPP)
[ Ditorone e

Plaso

YARA Analyzer

i0S Analyzer (LEAPP)

GPX Parser

Android Analyzer

cocoocfoocoo0O0

Select All Deselect All

The selected module has no per-run settings.

Analyzes files generated by some DJI drones.

(Next> ] Fne

Figure.14 Selecting Drone Data Type

After completing the loading procedure of the forensic image file, we were able to obtain

much information such as flight logs, recorded images and videos, and even deleted

data from that memory card, which is already used in the Android device for data
storage. following information recovered successfully from the drone SD card.

File Type Number of Files Formats
Images 7953 JPEG, PNG, GIF, BMP,
TIFF, etc.
Video 388 MP4, AVI.
Audio 799 MP3
Documents 162 PDF, Word, Excel, etc.

Table.3 Total Number of Files Recovered from SD Card
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Throughout this study, we have acquired a substantial volume of data from the drone's
SD card, which can serve as authentic digital evidence for any cyber-crime. Below, you
can find information and specifics about the investigation of drones for forensic
purposes.
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Figure.15 Dashboard of Autopsy

Capture Photo and Videos: - In this investigation, we discovered images and videos
captured from the drone. The image clearly shows that the photo and video were
captured in the evening time, and we can see the date and time for this information
was captured by the drone, so technically all information is clicked on 2023-06-01,
evening time at 20:30:29 pm.
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We may view the latitude (40.45627675), longitude (-74.4990005555556), altitude
(39.729), and device model information during an autopsy, which can be used as lead
information for forensic inquiry.
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Figure.16 Captured Information Investigating in Autopsy

2. Flight Records Logs: - Drone forensic flight record logs file plays the most significant
part in an investigation where we can retrieve information regarding the true location
of crime viewed and aid to gain leads in cybercrime cases.

_C veDENT T "o owm sna

Figure.17 Flight Records Logs File Information
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| use the Geolocation editor function after extracting the flight log file into the autopsy. It
helps to supply information on the device real location which we found at the crime
scene.
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Figure.18 Geolocation Information in Autopsy

In Geolocation Editor are able to retrieve information particular image information like
time stamps (2023-06-01), Time (20:33:53-04), Latitude (40.4565241666667), Longitude
(-74.49871947222222), Altitude (10.529), Device Make: - DJI, Model Number: - FC7503.
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Figure.19 Image Geolocation Information in Autopsy
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Now that we have more genuine and accurate information and a location for that specific
drone, | used the air data web application and the phantom help application to analyze
drone log files. which provides more detailed information on the drone and open-source
tools. The graphic above provides exact information about the drone’s location, flight
time, data, and duration of the flight, which is 100 per cent correct and accurate.
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40.456493,-74.498837
at log time of 12m O1s
and altitude of -3.3 ft

12m 01s (time in the air and on the ground)

11m 59s (time in the air only)

Figure.20 Flight Log Analysis in Air data

The graphic above depicts the Drone’s flight path; the green highlighted line represents
the entire flight path. The blue mark indicates the drone’s battery condition during flight,
and it continues to decrease, indicating that the drone flew for more than 5 minutes in
the same place to capture the information regarding the crime spot.
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Figure.21 Flight Path Analysis
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Furthermore, the green balloon icon represents the safe altitude, while the orange
balloon icon represents the highest capacity altitude during the flight. The image above
illustrates the Drone’s flight parameters, including flight duration 11m59s time and date,
Minimum flight height 133.5 FT, Maximum flight height 284 FT, battery percentage
information during takeoff (93%) and landing (49%), weather information, and wind
speed 17.40mph, including captured photo information.
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Settings Overview Details Equipment Notifications Large Map @
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GENERAL
Map Satellite
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[ Takeoff Battery Max Speed
CONTROLS \ 100% a7 20.67 mph
Landing Battery Max Bat Temp
45% 7.5v 104.5°f
WEATHER
| Mini 2 SE Tips: 8
| DiIFly1.101 Warnings: 14
MEDIA

Map Data | Terms of Use | Report a map error

Download: KML GPX (?) CSV Original

Add tag

Figure.22 Drone Flight Information Analysis

| discovered vital information on drone signal strength in this study. Signal strength is
critical since it leads to the closest position of a cybercriminal, and it is then very easy to
locate the drone’s base station.
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Figure.23 Drone Signal Strength Map Information Analysis

This figure depicts a signal intensity map with flight time and heights. up-links is used in
drone and down-link is used by the remote controller to receive the signal.

Flight time Altitude Home Distance g"’g"n"a'f Dg}’;’:;‘;‘k
A 00m 30s 7.2 ft 2 ft 98% 99%
B 0O1im OOs 6.2 ft 3 ft 100% 100%
C Oi1im 30s 49.5 ft 4 ft 100% 100%
D 02m 00s 67.3 ft 38 fr 100% 100%
E 02m 30s 74.1 ft 93 ft 100% 100%
F O3m 00s 112.2 ft 92 ft 100% 100%
G 03m 30s 109.9ft 92 ft 100% 100%
H O4am 109.9 ft 92 ft 100% 100%
1 04am 30s 109.6 ft 49 ft 100% 100%
J 05m00s 109.3 ft 270 ft 100% 100%
K 05m 30s  109.9 ft 174 ft 100% 100%
L 06m O0s 114.5 ft 126 ft 100% 100%
M 06m 30s 15.4 ft 35 ft 100% 100%
N 07m 00s 13.8 ft 33 ft 100% 100%
© 07Zm 30s 3.9 ft 35 ft 100% 100%
P 08m 00s 94.8 ft 18 ft 100% 100%
Q 08m 30s 72.2ft 120 ft 100% 100%
R 09m 00s  53.5 ft 77 ft 100% 100%
S 09m 30s 25.6 ft 95 ft 100% 100%
T 10m 00s 102.0 ft 95 ft 100% 100%
U 10m 30s 5.2 ft 36 ft 100% 100%
vV 11im 0O0s 2.6 ft 52 ft 100% 100%
W 11m 30s 3.3 ft 7 ft 100% 100%
X 12m 00s -1.6 ft 2 ft 100% 100%
Y 12m Ois 0.0 ft 2 ft 100% 100%

Figure.24 Drone Altitude Strength Map Information Analysis
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Air data allows you to view photos taken by the drone from the same log file from which
we may recover information.
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Figure.25 Captured Photo Video Information Analysis

Analysis of aircraft logs It is more essential in drone forensics since it provides more
technical information about drone flight. | utilized an open-source tool called Flight

Reader for DJI drones to analyze aircraft logs. The image displays information about the

exact time, location, height, batteries, and speed. The red circles indicate that the drone
is stable in the air during the flight.
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Figure.26 Aircraft log Analysis
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In the detailed analysis of Aircraft Log Analysis, | was able to obtain more information
about the aircraft take-off and landing operation. It provides detailed information every
second. In this scenario, the drone is flying for more than 11 minutes in the air, and the
battery level and altitude level values are changing every second.
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Figure.27 Aircraft log Analysis

3. Deleted Artifacts: - An autopsy can recover deleted data from any digital device
using the forensic image file found in this investigation. This research study clearly
shows that this SD card is already used in Android devices for data storage and
transmission purposes. After using the same memory card in the drone to record
images and videos, | was able to recover all erased files from the drone’s SD card.

This section provides a description of the many kinds of data that can be recovered
after it has been destroyed. There are a total of 25900 files that have been wiped from
the SD card, as shown by the red cross in the screen shot, which indicates that data
have been deleted during the autopsy.

28



e To

o i e [ e [ Comriatrs ) G T3, ok (] Doy . et | g Com e

indow _Help

4 System Vobume Informaton (4)

Delted

. Flesysten (18541)

x

i MB Fesze

B oot

0 Commncason Accounts (1596)
8 Gortacs (519

@ N Meyword His (440)
e ContntSapeced (449

o

{{rme [
¥ Pl e (5640

[ =me b
Peleteaies
[ 7atie Thumbnat I

Pages: Goteome: smeTaeascsy |

page:

¥ AiGzson) |

CRE L N S-S

R s == ]
Rl 2590w
° -~ cae 6182023 @

Figure.28 Deleted Data Information in Autopsy

Recoverable files that have been deleted, such as PDF and document files, can now be
retrieved. During the autopsy, a conspicuous red cross is displayed on the screen,
indicating the deliberate deletion of data. Within the application view, the data that has
been deleted from the SD card is visible.
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Figure.29 Deleted Documents Information in Autopsy
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In the contact application view, we can see the true contact number as well as the user’'s
name, which has already been removed from the SD card. This information is crucial in
forensic investigations to solve crimes. | was successful in recovering all 1579 contact
numbers and 17 email address information from the drone and all contact number and
email address information is saved in .vcf file extension.
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Figure.31 Deleted Email Information Recover in Autopsy
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In this research study, | discovered the most essential leading information from the data.
| discovered several flight records files that have previously been wiped from the
memory card in my Android phone, proving indirectly that the drone has been used
many times to gather certain information. and | was able to successfully restore all
deleted drone flight log files from the smartphone. The image below displays the deleted
flight log files, which are marked with a red cross.
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Figure.32 Deleted Drone Flight Log Files Recovery

Following the extraction of the drone flight log files that had been removed, | utilized the
air data application to extract further information from the drone log files that had been
destroyed. As a result, | found the following information regarding drone flights.

The image that is displayed above illustrates the flight parameters of the drone. These
parameters include the following: flight duration of 14 minutes and 43 seconds, time,
and date of June 5th, 2023, 7:56 PM, minimum flight height of 399 feet, maximum flight
height of 506.6 feet, battery percentage information during takeoff of 100% and landing
time of 45%, weather information and wind speed of 20.67 miles per hour, total distance
traveled of 3819 feet, including information about photos that were captured.
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In this observation, | discovered that the drone is flying in a different location.
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Figure.33 Deleted Drone Flight Log Analysis with Different Location in Air-data

In this research, | uncovered deleted photos and video material captured by a drone in
an autopsy, as well as information on the date and time 2023-06-05,20:05PM for that
specific image and video taken from the drone.
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Figure.34 Deleted Drone Photo Video Recovery in Autopsy
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5.4 Future Challenges in Drone forensic.

Now, every drone that is available on the market comes with its own storage system,
which is an SD Card. However, as technology continues to improve and drones begin to
use cloud storage systems for the purpose of storing data as forensic investigators, the
possibility of data recovery becomes more challenging. Two-way encryption and the
most cutting-edge algorithms are utilized by cloud storage systems to ensure the
confidentiality of data. An adversary could simply assault and destroy all the information
stored on the cloud storage server, including the data pertaining to drone logs. In this
scenario, if the drone is equipped with a highly powerful and entirely remote controller
that is also equipped with a cloud storage system, then something has occurred, and we
do not have any tracing lead information to locate the operation of the drone.

6. CONCLUSIONS

The rising availability of drones, as well as technological improvements, have increased
the possibility of their unlawful usage. The capacity to track down and present proof of
illegal drone use is critical when a case gets to court. | was able to extract data from the
drone forensic picture file that was returned after the drone was discovered at the crime
scene by doing data forensics on it. To perform a forensic investigation, | used a free
tool called autopsy and air data, DJI assistant, and FTK imager. This provided us with a
better opportunity to analyze the drone data, and with the help of the tools, | was able to
effectively recover all information including many locations of that drone flight fly, even
erased data, stored on the drone’s SD card. All the data is in various formats. We can
see contact number information together with a name. One thing | noticed is that the DJI
SE 2 Mini drone does not have a large battery capacity, thus it cannot fly for longer than
20 minutes. However, the DJI drone includes a powerful fully remote receiver that allows
it to fly more than 1000 feet in the air. As an option, it is the most dangerous and illegal,
and it may easily be run by long distances for spying or any terrorist purpose.

Future research should prioritize doing thorough security assessments of many widely
used consumer drone models and developing and executing efficient countermeasures
to address the identified vulnerabilities. An investigation on the influence of developing
technologies, such as artificial intelligence and block chain, on the security of drones.
This research could be used to build and test defense mechanisms that are both
effective and precise against cyber problems in data recovery from drones. Based on the
findings of this research, it is imperative to promptly enforce enhanced safety measures
in consumer drones, such as the DJI Mini SE 2. The identified vulnerabilities pose
significant risks to the privacy and security of users, as well as the integrity of their data.
Because the DJI drone mobile application does not encrypt any data, hackers can install
Rat on an Android device and get control of the drone controller. Collaboration between
drone manufacturers, regulatory agencies, and cybersecurity specialists is vital to
address these weaknesses and establish robust security protocols, thereby minimizing
the threat of cyberattacks in the dynamic realm of drones.
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